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Impo rta nc e  o f Cyb e rse c urity

 The internet allows an attacker to work from 
anywhere on the planet.

 Risks caused by poor security knowledge and 
practice:
 Public Confidence

 Operations Disruption 

 Identity Theft

 Monetary Theft

 Data Theft

 Legal Ramifications
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So me  Sta ts - ma c ro

• The global cost of cybercrime will reach 
$6 trillion by 2021

• Greatest transfer of wealth in history

• More profitable than global trade of all 
illegal drugs combined.
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*Source: Cybersecurity Ventures 2018
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Big  Pic ture : Cyb e rSe c urity Enc o mpa sse s 

hundre ds o f e le me nts a t d iffe re nt le ve ls

Easy to get lost in the noise…..



Re a lity  

• Changing tech behavior – culture item

• Focus on what will really mitigate risks

• Education of employees is core

• Additional layers don’t mitigate all risk

• 3 primary risks that emerge
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3 Ma jo r Risk Po ints

• Passwords: The most critical aspect 
of password security is how people 
use their passwords. 

• Phishing: The focus here is on 
identifying indicators of phishing 
emails. 

• Backups: Now more important than 
ever…but are they current & tested?    
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1) Pa sswo rd  Dile mma

• 98% of employees do not have an 
effective strategy on passwords

• 60% of employees use the exact same 
password for everything they access

• NEVER SHARE IT WITH ANYONE!

• Be at least ten characters with special characters  

78 to 10 digits



Pa sswo rds
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In 2010, an 8 character 
password made up of 
both upper and lower 
case letters, numbers 
and symbols would 
have taken 2.25 years 
to crack. The same 
password now would 
take just 57 days.

*Source: Author Mike Halsey “Troubleshooting Windows 1st Edition”



Dark Web – Selling for less than $0.01 per email address & 
password:  TOR, Freenet, I2P, Onionland 
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60% of employees 
use the exact same 
password for 
everything they 
access



Cre a ting  Stro ng  Pa sswo rds

• Develop a strategy.  Numbers only going to escalate

• Use a phrase.  

• ABT2_uz_AMZ! (About to use Amazon)

• Pwrd4Acct-$$ (Password for account at bank)

• Pwrd4Acct-Fb (Password for account at Facebook)

• 4Score&7yrsAgo (Four score and seven years ago -
from the Gettysburg Address)

• John3:16=4G (Scriptural reference)

• Go Sea 5helby! (easy to remember, spaces make it 
very secure)
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IT “De vic e ”  Gro wth - mic ro

11

Admin
Admin

Admin
1234

Admin
Password

Password
Password



2) Phishing
• Email method of fraudulently 

acquiring sensitive information via 
trickery.

• Your employees are the primary 
targets, they ought to be prepared, 
informed, weaponized as your first 
line of defense.

• Training employees how to recognize 
and react to phishing emails is your 
best security ROI.

12



Re a l Me tric s – Ema il
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8% Allowed

92% Blocked 



1. Generic greeting

2. Invokes fear

1

2

3. Requires action
3

4. Threating language

4

5

5. Grammar Issues

Common Phishing Traits

6. Generic Closing

6
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Hype rlink Risks

Dear Employee, 

According to our AUP, you will have to confirm your e-mail by 
the following link, or your account will be suspended for 
security reasons.

http://www.shelbyal.com/safeConfirm

After following the instructions in the sheet, your account will 
not be interrupted and will continue as normal.

Thanks for your attention to this request. We apologize for 
any inconvenience.

Sincerely, 

Phil

http://www.nbmd.cn/Confirmation_Sheet.pif



DO hover over links 
verify location

DO NOT reply to 
suspicious requests

What To Do

16%
16

DO NOT click on 
unknown links



DO hover over links 
verify its location

DO NOT click on 
unknown links

DO NOT reply to 
suspicious requests

What To Do

5%
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If they clicked…
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Is ur home or work email account listed?  If so, change psw for 
that service (adobe, coupon sites, Linked in, etc.)
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Real‐time updates on Alerts…into security layers



Exa mple s
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Ge ne ra l rule : Avo id  hype rlink in e ma il o n 

e xte rna l ….g o  d ire c t to  site  in b ro wse r
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The “S”
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Go o d  Site  o r Ba d?
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Go o d  Site  o r Ba d?
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• You will confirm to the sender that your email address is both valid and in 
active use.

• By responding to the email, you will positively confirm that you have 
opened and read it.

• If your response goes back via email, they will have your email client & IP 
• The most scary of all, the link may download malware on your PC or worse.  

Email: To unsubscribe or not???..............NOT.



To o  La te ..

Ra nso mwa re
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Petya 

Cryptolocker 

Wanna Decrypt 

Noob 



Ra nso mwa re  is a  type  o f ma lwa re  

tha t lo c ks yo ur file s, da ta  o r the  

PC itse lf a nd  e xto rts mo ne y fro m 

yo u in o rde r to  pro vide  a c c e ss. 
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3) Ba c kups
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 Backups has never been more important!

 No security measure is 100% reliable.

 Even the best hardware fails.

 What information is important to you?

 Is your backup:

Recent?

Off-site & Secure?

Encrypted?

Tested?



8 Ta ke  Awa ys
• Only use business email for business. Many nefarious groups tap 

shopping sites email data.
• Only use business web browsing for business. Many shopping sites 

have a poor track record for controlling plugins and other code 
running on their sites.

• Do not use online email at work (while on a networked device). Many 
security layers are bypassed by opening external mail on network.

• Use extreme caution when clicking any hyperlink within an email.
• Stay on latest version of operating system and maintain all key 

security patches (to the extent possible w/ applications).
• Encrypt mission critical data stores on PC’s, Servers and ALL portable 

data which includes iphones, USB thumb drives, tablets, laptops, etc. 
• Ensure core PC’s are backed up on a regular schedule (with 

ransomware, restore from backup is only remedy)
• Ensure virus/malware control are up to date and active on all PC’s 

that are used – home & work – any data at rest (thumbs, cloud 
storage, etc.)

32https://haveibeenpwned.com/Setup Bank/CC Account Notifications



End

• CyberSecurity is a culture…

Phil Burns

Shelby County, Alabama

(205) 670-6999 (Office)

pburns@shelbyal.com
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