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CyberSecurity Training starts with the
acknowledgement that employees
are the weakest cybersecurity link.

Conversely, they're also the first line of
defense against cyber attacks.

We need your help!




Some Stats - macro

The global cost of cybercrime will reach

$10.5 trillion by 2025

Greatest transfer of wealth in history

A business falls victim to a ransomware
attack every 11 seconds..healthcare/govt

More profitable than global trade of all
1llegal drugs combined.

If it were measured as a
country, then cybercrime

would be world’s third-
_ largest economy after the
U.S. and China.
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COVID-19 is
changing the
world of work......

.....especially the
cybersecurity
threat [andscape




Ominous Trifecta

i

j Attack surfaces are widening
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Attackers have the advantage more than ever.....




Industry

analysis
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“Vectors & Actors”

21% Government Based

77% 1nvolve employees

$1 cybercrime tools and kits
90% of cybercrime victims DO

NOT report it

Email responsible for
spreading 92% of all malware

U.S. target of 86% phishing
attacks

70% of employees don’t
understand cybersecurity

& Data Breach

& Investigations
Report

Source: 2020 Verizon Data Breach Investigations Report



l 2019-2020 Ransomware Attacks on Public Entities
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More than 346 state and local governments
broadsided by ransomware attacks

Source: The Ransomware War by PC Matic



Big Picture: CyberSecurity Encompasses
hundreds of elements at different levels

F,E\::m\ﬂETER SECURITy

Malware Analysis IDPS

NETWORK SECUR/TY

RIA
.

Mobile Security WAL Network 1DS/1PS
Message Security Vintual
Enterprise ENDPO‘NT SECUR,TY Frewal |
Remole Access Host DS /1PS Patch Protection
Enclave W M AT‘ ON SE Personal Web p’C‘l'_.
Firewall Enforcement Firawall Content Filtering
pPUC CUR/y,

Content
Securit Dynamic RASP  Software USGCG DLP
Database  App Testing Assurance  Staic R oo
CCﬂ!lQUFHI\Cﬂ ICAM Secure Gath APQ Tesnng W OLP v
Management - Detsbese P:( A SECURI Ty - e
Monitoring/Scanning 0 Application Firewall Security Management
Penetration Data/Drive oLP Dashboard
Continuous CEA  Testing ICAM DAR/DIM/DIU  Encryption Data
Protection Classification Cross Domain
. . o bl Solutions Security SLA/SLO
Cyber Threat 'Sk Management Securty ICAM Entorprise Righes DLP s it
elioence Framework Awareness Training Data Integrity Management
- § b Sanftization Behavior Analysis D08l Forensics SIEM
Security Secunty Policies Monitoring

ITSecurily  Architecture & Design & Compliance : CIRT
Vuinerabit I / hraat Management
Govemance uinerabikty Mission Advanced Theea

PREVENTION ™Moo Assessment  ~ oo i Accots  FosedOps MONITORING & RESPONSE

Escalation
Stuational Awareness

Easy to get lost in the noise.....

IDENTIFY  PROTECT DETECT RESPOND RECOVER




' Reality

* Changing tech behavior — culture item

 Focus on what will really mitigate risks

» Education of employees is core _‘

* 3 primary risks emerge




3 Major Risk Points

1. Passwords: The most critical aspect
of password security 1s Aow
employees use their passwords.

2. Phishing: The focus here 1s on
1dentifying indicators of phishing
emails. Ransomware payload

3. Backups: Now more important than

ever...but are they current &
tested?




1) Password Dilemma

* 98% of employees do not have a real
strategy on passwords

* 60% of employees use the exact same
password for everything they access
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Creating Strong Passwords

* Develop a strategy. #s Only going up"‘

* Use phrases or technology

» Go Sea Hhelby! (easy to remember, spaces
make it very secure)

 The phrase above 1s magnitude of orders
more secure than

“D@ught3rsN@m3!*%$#@!%-2020_1"

LastPass e« @

1Password } mSecure
Put Passwords In Their Place DR i
————

10 to 14 digits




Passwords

PASSWORD POSSIBLE TIME TO CRACK
LENGTH COMBINATIONS bl
4 45697 <1 s
5 11881376 <1 s
6 308915776 <1 s
7 8031810176 ~4 g
8 208827064576 ~1.5 m
9 5429503678976 ~45 M
10 1411677095653376 ~19 H-
11 3670344486987780 ~.1 Y
12 95428956661682200 ~1.5 Y
13 248115287320374E4 ~a9.3 Y
14 6450997470329 72E5 ~1,022.8 Y-
15 1677259342285 73E7 ~26,592.8 v
16 436087428994289E8 ~691,412.1 ¥
17 113382731538515E10 ~—17,976,714 Y
18 2947951020001390E10 —467,394,568 Y

In 2010, an 8 character password would have taken 2.25
years to crack. The same password now would take
under 2 mins to crack.

*Source: 0SS.org



MFA (mulfi-factor authentication)

Multi-Factor Authentication

@+.Q °

Password Verification

Best Practice
on sensitive
datasets

“2 Factor”

1) Something
you know 1‘” ™
|]—' N r A
- ) Naw
D Access 2) Something -

you have




Password End Game?

Dark Web - Selling for less than $0.01 per email address & password:

Yahoo | 100K | Email:Pass | Decrypted | Insta
nt Delivery

USD 10.75 (inciuding 0.76 transaction fee
1 0.0079 ook
Vendor SunTzu583 [+4]0) [[ERRITRY e
Class Digital
Delivery MM Instant Delivery 2queston  60% of emplovees
use the exact same
o 145 s  ecopen UsD 1375 password for
Deiiven o everything they
I access

Linkedm

u YouType ~ Walmart

am azon com ’belk Save money. Live better.

Prime REGIONS La®




Surface Web

Dark Web

Academic databases

Medical records

Financial records

Legal documents

Some scientific reports
Some government reports
Subscription only information
Some organization-specific
repositories

TOR

Political protest

Drug trafficking

and other illegal activities

@ T
GLOBUS

ee VPN Br

theamnesicincognitolivesyste

of content on the
Web (estimated)

\h Silk Road
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| 2020 Explosion in Dark Web Marketplaces

* Business Fullz

* Personal Fullz

* Ransomware Tools

* Remote Access Trojans (RATs), Exploit kits, Hacking Tools
* Remote Desktop Protocol Credentials

* Credit Card Credentials & cloned ATM Debit Cards

* Social Media Accounts

* Hacker University ----degree costs 5125

* TV & Movie Streaming Accounts and Pizza Points

* Cryptocurrency

...... and of course

Corgane praducts Tom every mriet wih fe most powerl Dack Net Market sonech sngane.

* Drugs
Human Trafficking
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: CYBERCRIME-AS-A-SERVICE

SMS BOMBER ‘ SMS SPAMMING BLASTER SERVICE ." SMARTPHONE
SABOTAGE @ NEGATIVE ATTACK
1,000 SMS FLOODING SERVICE ( defaull @22hrs or @7his aulo) NEGATIVE STRIKEN *** Whalt is sms Nlood and whatss. ..

Sold by s - 3 sold since February 26, 2020 L I L

Features Features
Product Class Digital Origin Country World Wide
Quantity Left Unlimited Ships to World Wide
Ends In Never Payment Escrow
 default - 1 day - USD + 0.00 v

Purchase price: USD 18.90

SR - ] o

0002050 BTC

| **INSTANT DELIVERY* USA DOMINOS ACCOUNTS WITH 60+/120+ POINTS

FOR A FREE PIZZA *ONLY 1.995!"%
**INSTANT DELIVERY* USA DOMINOS ACCOUNTS WITH 60+/120+ POINTS FOR A FREE PIZZA *ONLY 1.995I4 v F...

Sold by S s - 576 sold since September 26, 2019 (R CEEEED)

Features Features
Product Class Digetal Origin Country United States
Quantity Left Unlimited Ships to World Wide
Ends In Never Payment Escrow

~ 60 to 120 points - 1 days - USD + 0.00/ item

Purchase price: USD 1.99

Qy: 1 ol

0.000216 BTC /0.046193 LTC /0.030925 XMR




Dark Web Market Rates — January 2021

CREDIT CARD WITH CVV NUMBERS

VISA/MASTERCARD AMEX/DISCOVER
us UK CANADA AUSTRALIA EU us UK CANADA AUSTRALIA EV
$5-12 $15-20 $10-20 $5-25 $18-35 $5-12 $10-25 $15-25 $8-30 $18-35

TELEPHONE DENIAL OF SERVICE (TDOS) ATTACKS

| NUMBER OF CALLS TIME PERIOD PRICE
3,000 48-hour period | $56.70
5,000 60-hour period $£94.50
7.000 | 72-hour period | $132.30 -
10,000 - 96-hour period | Contact seller for price

PAYPAL ACCOUNTS

AVG. PRICE $50 $60 $80 $100 $200 $250-300 $500-550

BALANCE $500 | $600 | $800 © $1.000-2.000 | $1.500-4500 | $2.500-8.500 | $5,000-13,000

I S
" ORIGIN AVG. PRICE ORIGIN AVG. PRICE
us | $30-40 - SWEDEN ' $20-25
UK | $35-50 FRANCE | $20-25
CANADA | $30-45 GERMANY ' $20-25
AUSTRALIA | $17-50 IRELAND $20-25
ITALY | $20-25 MEXICO ' $15-20

BUSINESS FULLZ DATA

Includes: Bank Acct Numbers, Employee Identification Number (EIN), Certificate of Business, Corporate Officers’ Names, Birth Dates, SSN.)




AVAILABLE CORONA VIRUS VACCINE $250

vendor: SR (79.5)

Dear Vaiue Clhents, IMPORTANT NOTICE>>>>> WE DO 100% REFUND or RE-SHIPMENT FOR ANY UNDELNWVERED PACKAGE STEALTH'
SHIPPING WORLDWIDE

Da rk Web: @D ¢ e best AVAILABLE CORONA VIRUS VACCINE $240 at good and interasted prices. ORDER NOW AND GET EXTRA
BONUS ON REGULAR DEMANDS. OUR PRIORITY IS BASED ON MUTUAL TRUST We offer Sleah and Discres] deliveres 100%

guaraniee. Al 0w packages are al least doubie vacuum. seshed 10 ensure that cur chents recive thesr package in perfect condtion
CYBERCRIME-AS- |cominconwi o
A SERVICE WE OF FER OVERNIGHT DELIVERIES WITHIN THE USA AND EXPRESS DELIVERIES WORLDWIDE
-

Owr Costumers salisfaction s owr Top Prionty
Ploase when placing youl order make sure you provce Us wih the axac] addiess where (he delwery will be dane

Far Fast ang Easy Communication, Please kndly downioad The wackr me apg 1rom your App s106e of Googie play and massage us Through our
Wickr App Bolow

Conlact me on wacki -

Price: B 0012000 (| 280 00000000 LISD )
S&H

s USPS

B 00D1033 (20 00000000 LSO )

e UPS

8 0001003 (20 00000000 LSO )

» OVERNIGHT DELIVERY

8 0001291 (25 D00D00CD LUISD )

Accepted Crypto C L

Bubcoin
Ships Froem: ™ United States

Ships To: @ Worldweda

COVID-19 Antibody Test Kit

19 (SA) st Kt

Features Features
Product Class Plysical Packag Ovigin Couniry Europs
Quantity Left n Ships o World Wide
Ends In [T Paym ent Escrow
Reagisterad Shipping - 10 days - USD + 11 25 / order v

Purchase price: USD 44.98

e - @ Buy Now || R Buy Now m -
0.0 1 1524 LT y 64 XME

WIZETC /L 544 LTC v 4




2) Phishing
* Method of fraudulently acquiring
sensitive information via trickery.

* Your employees are the primary
targets, they need to be prepared,
informed, weaponized as your first
line of defense.

* Training employees how to recognize

and react to phishing (emails, txt or
phone) is your best security ROL.




WHAT YOU NEED TO KNOW g

()

Passwords  Financial Info Identity Money

Text
e R T | 17 4 (Smishing)

+ Greed « Fear

Phone
Bl — (Vishing)

+ Spelling & =
Grammar Errors VIESSAGES
+ Sender Address « Attachments

» Things That Sound « Links
Too Good to be True « Login Pages



| Internal Phishing Campaigns

DO hover over links

Amazon.com <shipment-tracking@amazon.us>
Your Amazon Order of $100 Gift Card ve rify its Iocation
PHIL BURNS

DO NOT click on

Thank you for shopping with us. You ordered "$100 Amazon Gift Card". We'll ’
send a confirmation when your items ship. unknown links

http://www.badlinky.com:33357
nd=8cZbnhj

Petabs Click to follow link
Order #111078-987546321-6566623 DO N OT reply to
Arriving: Ship to: suspicious requests
Wednesday, May 9 THOMAS BURNS
785 OVERLAND ROAD...
i Total Before Tax: $100.00 0
View or manage order 5% -
Estimated Tax: $0.00 30
Gift Card:
Order Total: $100.00 Gophish




3) Backups

® Backup has never been more important!

® No security measure 1s 100% reliable.
® Even the best hardware fails.
® Is your backup:

Recent?

Off-site & Secure? veeANM
Encrypted?

Tested?
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8 Take Aways

Use extreme caution when clicking any hyperlink within an email.

Stay on latest version of operating systems (PC & Phone) and
maintain all key security patches (to the extent possible).

Only use business email for business. Many nefarious groups tap
shopping sites email data.

Only use business web browsing for business. Many shopping
sites have a poor track record for controlling plugins and other
code running on their sites.

Do not use online email at work (while on a networked
device). Many security layers are bypassed by opening external
mail on network.

Encrypt mission critical data stores on PC’s, Servers and ALL
portable data which includes iphones, USB thumb drives, tablets,
laptops, etec.

Ensure core Servers & PC’s are backed up on a regular schedule

Ensure virus/malware control are up to date and active on all PC’s
that are used — home & work — any data at rest (thumbs, cloud
storage, etc.)

TREND

@ LastPass.--

1Password https://haveibeenpwned.com/




